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Question

• Who has Fatal Risks?

• Who has a CRM?

• Who is a Risk Owner?

• Who is a CC Owner?

• Under Control or Long Way to go?





Critical Controls Management Vs 
Critical Risk Management

• Critical Controls come from CRM.

• Good CRM = Good CC’s

• Give as much info as I can 

• 3 practical strategies



About me?

I help you save lives at work



Separate the wheat from 
the chaff
Get absolute clarity on your Critical Risks



Any of these sound familiar?

• Base Line Risk Assessment with hundreds of line items

• Confusion on what is a Critical Risk

• Too many critical risks

• Too few critical risks

• Uncertainty on what risks require a Critical Control?

• Incident causation does not match Critical Risk register

• Overwhelmed looking at their Baseline Risk Assessment



Wouldn’t it be nice if

• You have absolutely clarity on your Critical Risks.

• Your Base Line Risk Assessment contained only the most important 
risks for your business

• You had Critical Controls in place for only true Critical Risks



All Risks 
Critical 

Risks

?
Defining your Materiality Criteria



Materiality Threshold

Immaterial 
Consequences 
will not be included 
within the BBRA
Managed via other Risk 
Management (WRAC, 
JSA, SLAM)

Material 
Consequences 
will be included within 
the BBRA

Materiality Criteria



All Risks 

BBRA 
Risks

Critical 
Risks



To summarise

Using Materiality Criteria to define BBBA risks and Critical Risks is one of 
the secrets to successful CRM



Not all controls are equal
Look around for controls and evaluate what you have



Any of these sound familiar?

• Copy the same controls as previous BLRA

• Controls identified by people in the room only?

• Did you only look inside your business to identify controls for Critical 
Risks?

• There are few if any new controls identified?



Do you have all the 
controls?



Wouldn’t it be nice if

• You had confidence you have identified all possible controls for each 
Critical Risk

• Your control suite improved with technology advancements



Layers of 
Protection 

Analysis

Assess 
Individual 
Controls

Look 
across 

industry



Where to look

• Risk gate
• Tyre Gate
• Earth Moving Equipment Safety 

Round Table (EMESRT)
• Regulator databases
• Past industry conferences for 

innovation awards
• Industry groups
• Informal networks
• Talk to Impress Solutions!



Assess Individual Controls

Source: M. Hassall, J. Joy, C. Doran and M. Punch, Selection and Optimisation of Risk Controls. ACARP report no C23007, 2015.



Unwanted 
Event

Hazard
Cause 1 Consequence 1

Cause 2

Cause 3

Consequence 2

Consequence 3

Preventative 
Control

Preventative 
Control

Preventative 
Control

Preventative 
Control

Mitigating 
Control

Mitigating 
Control

Mitigating 
Control

Mitigating 
Control

Mitigating 
Control

Mitigating 
Control

Preventative 
Control

Preventative 
Control

Preventative 
Control

Preventative 
Control

Preventative 
Control

Mitigating 
Control

Intervention time for Preventative Controls Intervention time for Mitigating Controls

Controls 
that 
detect & 
deflect 
threats
Minutes, seconds

Last Chance 
Intervention 
Controls
Seconds, 
Milliseconds

Controls 
that 
minimise 
exposure
Years, Months, 
Days

Isolation / 
Containment 
Controls
Seconds,  minutes, 
hours

Protection 
Controls
Seconds,  
Milliseconds

Recovery / 
Restoration 
Controls
Minutes, hour,  / days)



To summarise

Looking outside in the identification of controls, and 
evaluating your controls is one of the secrets of a successful 
CRM.



Are your Critical Controls 
ready to Perform?
Defining critical control performance ensures control 
performance



Any of these sound familiar?

• Critical Controls aren’t effective

• Critical Controls effectiveness erodes over time

• Perform adhoc checks on Critical Controls at best

• Critical Controls are a mystery to the front line

• Confusion as to who is responsible for maintaining the Critical 
Controls 

• Unsure what to do if the Critical Controls fails



Wouldn’t it be nice if

• Everyone new their Critical Control responsibilities

• You knew how each Critical Control could fail and what you can do to 
stop this

• You had clear reporting on the effectiveness of your Critical Controls

How do we get there?



Critical Control 
Performance Standards



Critical Control Performance Standard

A document (or structured 
set of data) which defines 
the performance required 
of each Critical Control



Performance standard 
elements
Define performance requirements for:
• Objective: What is the Purpose of the CC
• Functionality: How the CC performs in order to achieve the required risk 

reduction 
• Availability: Percentage of time that CC is capable of performing its function
• Reliability: Probability that at any point in time CC will operate correctly
• Survivability: Ability of CC to survive a damage event
• Dependency: Degree of reliance on other systems for it to perform.
• Compatibility: Compatibility with existing controls
• Redundancy: Mechanisms to perform similar function should CC fail



Performance standard 
elements
Other requirements
• Performance Trigger: Criteria that will trigger shutdown, critical 

control review or investigation
• Verification Activities: Activities that can be checked to verify critical 

control performance (Monitoring Activities) 
• Failure Mechanisms: What can cause the degradation of the control 

or failure of the control
• Failure Prevention Strategies: Strategies that  mitigate control failure 

or degradation
• Control Effectiveness Assessment: How effectiveness will be 

measured



Performance standards are not 
enough!!!

Source - Selleck, R.; Hassall, M.; Cattani, M. Determining the Reliability of Critical Controls in Construction Projects. Safety 2022, 8, 64.

Source – Andrew Hopkins | March 2023 | Managing the Risk of Major Accidents – Lessons from Anglo American’s 
Grosvenor mine accident 



To summarise

Developing Critical Control Performance Standards for each Critical 
Control is one of the secrets to a successful CRM program.



Recap

• Using Materiality Criteria to define BBBA risks and Critical Risks 
is one of the secrets to successful CRM

• Looking outside in the identification of controls, and evaluating 
your controls is one of the secrets of a successful CRM.

• Developing Critical Control Performance Standards for each 
Critical Control is one of the secrets to a successful CRM 
program.





What next 

• Review your Critical Risk Management Strategies and resourcing plans.
• The CRM Work required is more than you currently have capacity to undertake.

• Update your Broad Brush to ensure it only includes material risks.

• Ensure Control effectiveness Assessments are performed within Bowtie 
Analysis.

• Consider layers of protection analysis as a prompt to identify any additional 
controls.

• If you don’t have performance standards on Critical Controls – start.

• If you do have Performance Standards – consider the requirements outlined 
by this presentation.

• Confirm your Critical Controls are in all of the places they need to be.



Join our next CRM Masterclass

• Wed 3rd & Thurs 4th May | Brisbane

• For more information scan QR code



Questions
Christian’s contact details Next CRM Masterclass



THANKYOU!
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